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DATA CENTER FOR REMOTE POSTAGE METER
RECHARGING SYSTEM HAVING PHYSICALLY
SECURE ENCRYPTING APPARATUS AND
EMPLOYING ENCRYPTED SEED NUMBER
SIGNALS

FIELD OF THE INVENTION

5

The present invention relates to data centers for re- 10

mote postage meter recharging. More particularly, the
invention relates to a remote postage meter recharging
system data center having a physically secure encrypt-
ing apparatus and employing encrypted seed number
signals.

BACKGROUND OF THE INVENTION

Postage meters are devices for dispensing value in the
form of postage printed on a mail piece such as an enve-
lope. The term postage meter also includes other similar
meters such as parcel post meters. Meters of this type
print and account for postage stored within the meter.
Since representations of postage available for printing
are stored in the meter, the postage meter must be pro-
vided with safeguards against tampering.

Within the above requirement, systems have been
developed to enable postage meters to be recharged or
reset with additional postage for printing by the meter
without the need to physically carry the postage meter
to the postal authorities for resetting. This avoids the
inconvenience to the users of the postage metered mail-
ing system by avoiding the necessity to bring the meters
to the postal service for recharging. The remote re-
charging systems have met the requirement for security
for the postage meters and have been developed for
both fixed increment resetting for mechanical meters
and variable increment resetting for electronic meters.

In the mechanical resetting meters, the system is
equipped with a combination lock whose combination
changes in a predetermined random sequence (often
referred to as puedo-random sequence) each time it is
actuated. The combination lock operates on the reset-
ting mechanism of the postage meter such that, when
unlocked, the mechanism may be manipulated to re-
charge the meter with a postage increment. As the
meter is recharged, the combination lock automatically
locks itself to prevent subsequent recharging of the
meter unless and until the correct new and different
combination is entered. Combination locks of this type,
suitable for your use in postage meters are disclosed in
U.S. Pat. No. 13,034,329 entitled Combination Lock
Device and U.S. Pat. No. 3,664,231 entitled Locking
Device.

The remote meter resetting system may also be incor-
poated in electronic postage meters such as described in
U.S. Pat. No. 4,097,923 for REMOTE POSTAGE
RECHARGING SYSTEM USING AN AD-
VANCED MICROCOMPUTERIZED POSTAGE
METER. The resetting systems involves a data center
which may be equipped with a voice answer back unit.
The data center processes telephone calls from the post-
age meter users, requiring the transmission by the user
of information unique to the particular meter being
reset. The information is used to verify the authenticity
caller and to update the record of the user stored at the
data center.

The postage meter user informs the data center of the
postage which is desired to be funded into the meter.
The postage amount requested for resetting may be
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varied according to the requirement of the user. The
computer at the data center formulates a combination
based on the identifying information and the amount of
postage requested for resetting. This combination is
then transmitted back to the user. The user enters both
the amount and the combination into the postage meter.
The postage meters contains circuitry for comparing
the entered combination with an internally generated
combination based upon the amount of postage re-
quested for resetting and the identifying information. If
the entered combination matches the internally gener-
ated combination, the funding registers of the meter are
increased by the new postage amount.

A system disclosed in copending U.S. patent applica-
tion Ser. No. 024,813 filed Mar. 28, 1979, now U.S. Pat.
No. 4,253,158 for Robert B. McFiggans and entitled
SYSTEM FOR SECURING POSTAGE PRINTING
TRANSACTIONS employs encrypters at both a print-
ing station and an accounting station interconnected
through an insecure communications links. Each time
the meter is tripped, a number generator at the printing
station is activated to generate a number signal which is
encrypted to provide an unpredictable result. The num-
ber signal is also transmitted to the accounting station.
At the accounting station, the postage to be printed is
accounted for and the number signal is encrypted to
provide a replay signal. The reply signal is transmitted
to the printing station where a comparator compares it
with the encryption results generated at the printing
station. An equality of the encryption result and the
reply signal indicates that the postage to be printed has
been accounted for and the printer is activated.

Although the above systems operate quite satisfacto-
rily for their intended purpose, it has been a constant
desire to enhance the security of the postage meter
remote recharging systems and to provide improved
performance. This is particularly so with variable incre-
ment resetting which requires a more secure and more
complex environment than fixed increment systems.
The reasons for this are that the amounts which may be
involved in a reset can be substantially larger than with
fixed systems where the amount is established in ad-
vance.

It has been a constant desire to enhance the security
for remote postage meter resetting systems. A system
for enhancing the security of a remotely resettable post-
age meter is described in a concurrently filed patent
application filed for Edward C. Duwell and Howell A.
Jones, Jr, entitled IMPROVED POSTAGE METER
RECHARGING SYSTEM, Ser. No. 168,932 and as-
signed to the present assignee. The disclosure of said
concurrently filed patent application is hereby incorpo-
rated by reference. In this connection, various security
measures have been implemented at the data center to
protect the information stored in the data center’s re-
cords. To this end, physical security has been provided
to limit the number of people who may enter the data
center and to limit the access to the particular informa-
tion within the data center. These systems provide a
high level of security. It is desired, however, to further
increase the level of security at the postage meter re-
charging system data centers.

SUMMARY OF THE INVENTION

A data center is provided which insures that the data
center personnel are isolated from access to information
necessary to reset or recharge a remotely resettable



